Study Plan - Cybersecurity Program

Academic Year-1
1.1. Level-1

Study Plan — Level 1

IS . R | Pre-Requisite redi Contact Unit Ty[_)e of _ .
gode Course Title :E ggg;ses CUn?tt Theory Lab ’ Other Reqw;ement Course Name in Arabic
GRC101 English 1 R - 3 15 0 College RN
GRC102 Computer R - 3 1 4 College ekl Sllea
Skills

GRC103 University Life | R - 3 3 0 College Luaaladl Bl Slhlo
Skills

GRC104 Basics R - 2 2 0 College lasY tsolia
Statistics

CY131 Computer R - 3 2 2 Program ol g ilass
Architecture
and
Organization

CY161 Fundamentals | R - 3 2 2 Program Sl ¥l sl
of
Cybersecurity

Total n 2% s [
R/E: Required/ Elective. Type of requirements: Institution/ College/ Program. Other: can be Tutorial/Clinical -

1.2Level-2
Study Plan — Level 2

Contact Unit Type of

Course Pre-Requisite Credit

Code Course Title :E Courses Code Unit Theory Lab Other Requirement Course Name in Arabic
GRC105 English 2 R GRC101 3 15 0 College 2 a5l Aall)
Fudamentals of R 3 3 0 Program = el clSes alowlud
CY151 LTy GRC102 Lelsls
Networking and
its Administration
CcY121 Programmingand | R 3 1 4 Program bl oS35 da
Data Structures
CY164 Fundamentals of R CY161 2 1 2 Program aadl wle il
Cryptography
CY141 Operating R GRC102 3 3 0 Program Jeads @las
System
uoom s ) |
1.3Summer
ggz:se Course Title E/ (P:Lellzeeqsués;:jee :(I;ir:\::!t Theory C'Ttattal: mt[ Other [ Re;)l/l'i:’;eer‘:;nt Course Name in Arabic
CY191 Field Training | R | Complete = 3 0 6 Program (1) hnki
1 23 credit
hours
3 0 s




2. Academic Year-2
2.1Level-3

Study Plan — Level 3

EETen . Pre-Requisite Cl_'e Contact Unit Ty|_ae of _ .

Code Course Title ggg;ses l;irl‘tlt Theory Lab ’ Other Reqm;ement Course Name in Arabic

GRC201 | English in the R | GRC105 | 2 4 0 College Joall Ay 3 Tplasyl) 2alll
Workplace

CY266 Networks and R @ CY151 3 2 2 Program Y aBlgag ISad] el
Website Security

CY262 Cybersecurity R | CY161 2 1 2 Program | ol § peesntll ool
Design Principle el

Cy211 Database & SQL R  GRC102 2 1 2 Program = sl aals ol aclss

CY232 IT System R | - 2 2 0 Program | cleglall auas aekasi cubisSe
Components

CY242 Administration of R  CY141 3 1 4 Program oS i ollai 5yl
Linux operating
system

CYxxx Elective (1) E | - 3 - - Program (1) paiases @)l 550

m I
2.2Level-4

Study Plan — Level 4

EETen Pre-Requisite Cre Contact Unit Type of

Code Course Title Courses Code Lab ’ Other Reqm;ement Course Name in Arabic

Theory

i
Unit

CY263 Software R  CY121 3 2 2 Program Szl (¥l uglatll
Security
Development

CY265 Digital R CY161 2 1 2 Program sl Sl gaamll
Forensics

CY267 Ethical R | CY266 3 1 4 Program | ,Lasl 5 &Y 5yl
Hacking and Syl
penetration
testing

CY281 Cybersecurity R CY161 2 1 2 Program | o clubwy ol
Laws and Sl
Plicies

CYxxx Elective (2) E - 3 - - Program (2) pasass giluis! 5yha

CY292 Graduation R Complete = 1 0 2 Program oetll 9,k
Project 46 credit

hours
" I
2.3Summer

Contact Unit Type of
Other Requirement Course Name in Arabic
S

CY293  Field | R Complete 3  © & Program (2) audasees |

Course . Pre-Requisite
Code Cese UiE Courses Code

Training 2 46 credit
hours




Elective Courses
Program Elective Courses

Program Elective Courses

Pre-Requisite Credit Contact Unit
Course Title Courses Ure_ ; Theor . Course Name in Arabic
Code nit y Lab | Tutorial
CY268 Mobile CYy121 3 2 2 LS 53 cilagdas oyl
Applications
Security
CY269 Servers Cy121 3 2 2 oedlg palgell 315
Administration and | +
SeCUrity CY266
CcY282 Cyber Crime CY266 EVE PO PR
CY271 Secunt_y Risk CY161 ol Jbolsel) Jeloes
Analysis
CY272 Database security | CY211 UL aelgd oyl
CY273 Security of Cloud CY266 EV P EA WA Y
Networks




